TECHNOLOGY SYSTEM USE AND INTERNET SAFETY POLICY

Student Use Agreement:

Name:
Unacceptable Use and Consequences for
Computer, Electronic Mail (E-mail), and DHS ID:
Internet Use
Date:
UNACCEPTABLE USE CONSEQUENCES*
First Subsequent .
Consequence | Consequences Inl':a
la. Using the Internet/e-mail inappropriately in
the classroom.
1b. Using the System during any time period
considered unacceptable by the school.
2a. Accessing social networks (e.g.
myspace.com), message boards, or live journal
sites
2b. Entering chat rooms or using instant
messaging. (i.e. AIM, AOL, ICQ, etc.)
2c. Signing up for listservs, newsgroups, or
other automated newsletters (e.g. Joke of the e Loss of e Loss of
Day). computer computer
3. Using an Internet/e-mail system (e.g. network network
hotmail, t-mobile) other than the DHS system. privileges for privileges for 3
3 months.**

Using an Internet/e-mail system to access two-
way paging accounts. (e.g. Wyndtell, Sidekick,
Blackberry)

4. Unauthorized disclosure, use and
dissemination of any material in violation of
federal or state laws or School policy or rules.
Including copyrighted materials, personal
identification information, etc.

5a. Engaging in commercial ventures, (e.g.
signing up for or logging into any account (e.g.
Ebay) other than a DHS account without
specific, authorized permission.)

5b. Entering any credit card numbers or
purchasing anything through the Internet/e-
mail.

6. Attempting to or accessing any abusive,
obscene, profane, sexually-oriented,
threatening, racially offensive, illegal or other
inappropriate matter on the school’s or any
other network. Accessing through the
Internet/e-mail Adult-Only or pornographic
sites, dating services, or personal ads.

7a. Send nuisance electronic mail or their

online messages

7b. Send chain letters, pyramid schemes, or
other unwelcome messages.

weeks . **

e Review of
Acceptable
Use/
Consequenc
es

e Review of
Acceptable Use/
Consequences

e Counseling




7c. Send Messages which include
inappropriate language or profanity.

8. Send mass electronic mail to multiple
users (using the Internet/e-mail for any
illegal activity, product advertisement, or
political lobbying.

9a. Using or tampering with another
person’s account or password.

9b. Sharing your password with another
user.

9c. Disclosing another person’s password.

9d. Forging or improperly altering
electronic mail messages.

9e. Conceal or misrepresent the user's
identity while using the System.

10. Invading privacy laws regarding
disclosure of student records.

11. Download, copy, print or otherwise
store or possess any data which violates
federal or state copyright laws or these
Guidelines.

12. Posting materials on the School’s web
site without proper authorization.

13. Attempting to or bypassing computer
or computer-related security systems.
Tampering with anti-virus or Internet
filtering software.

14. Attempting to or downloading,
installing or uninstalling any software| e Immediate suspension of
including but not limited to programs, network computer privileges for 6
videos and music files. months.

15. Unauthorized or attempted access to
unauthorized programs, resources, or ¢ Review of Acceptable Use/

entities including hacking and other Consequences
unlawful  online activities such as
gambling. e Counseling

16. Tampering with or destruction of
computer hardware.

17. (ISVI only) Bring any type of personally
owned or loaned unauthorized software,
hardware, = computer-attachable = media
storage devices or media readers is not
permitted not will it be tolerated. Such
equipment will be immediately confiscated,
sent home at the individual’s expense, with
disciplinary consequences commensurate
with the infraction to be duly enforced.

* Consequences may be extended depending on individual circumstances and may include loss of
ALL computer privileges.

** at ISD and ICRE the loss of computer is outside of school hours. At ISVI it includes school hours.
*** gt ISD and ICRE the suspension of network privileges is outside of school hours. At ISVI it
includes school hours.



